
Global Legal and
Professional Services

ADVISORY
Industry Information

>>

Data Protection
Reform of EU data protection laws

Having enjoyed two decades of relatively settled data protection laws, companies doing business in (and into) Europe are now faced with a 
sweeping overhaul of existing rules and principles which will have a significant impact on the ways in which they use personal data. 
 
Impacted companies, both inside and outside the EU, must now prioritise their preparations for the introduction of the EU General Data 
Protection Regulation (“GDPR”) on 25 May 2018. The potential penalties for non-compliance with the GDPR include fines of up to €20 million 
or 4% of global turnover for non-compliance.  
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Action Required

1. Determine whether your business is within scope of the GDPR.

2. Identify the lead data protection supervisor which the business will be regulated by.

3. Assess all personal data processing being carried out, determine legal basis for doing so and document it.  Record details of 
processing to be made available to supervisory authorities on request.

4. Review policies and procedures and amend as appropriate to comply with GDPR.

5. Review how consent is being obtained from data subjects, how it is recorded and whether changes are required.  

6. Review privacy notices and revise as necessary to comply with additional information requirements.

7. Review existing data processing contracts to ensure they meet the requirements of GDPR.

8. Be prepared to respond to requests for personal data to be erased or transferred to another data controller. 

9. Consider methods by which personal data could be anonymised or pseudonymised1 in order to reduce potential liability to data 
subjects and/or imposition of administrative fines.

10. Ensure that data protection is factored in when developing new products or services. Carry out a privacy impact assessment in high-
risk scenarios.

11. Review existing data security measures and data breach response plans.

12. Review international data transfers and ensure an appropriate mechanism is in place to legitimise such transfers.

13. Consider whether a Data Protection Officer should be appointed.

14. For companies not established in the EU, but within scope of the GDPR, determine whether an EU representative should be appointed 
to act as a point of contact for supervisory authorities in Ireland or elsewhere.

15. Provide training to the Board, management and staff on the new requirements and what it will mean for the business going forward.

1 The Office of the Data Protection Commissioner recently published guidance on these techniques:  
 https://dataprotection.ie/viewdoc.asp?DocID=1594&ad=1
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GDPR in Focus
The GDPR was published on 4 May 2016 and represents a comprehensive overhaul of existing EU and national data protection rules in 
response to the European Commission 2012 proposals.  It increases the obligations on both data controllers and data processors, strengthens 
the rights of individuals and provides for substantially increased fines for breaches. The GDPR comes into effect in little over 18 months’ time 
which means that businesses should be turning their attention to the new requirements, assessing the impacts and making plans to ensure 
compliance with the GDPR. Some of the key changes being introduced by GDPR  are highlighted below. 
 
Extra-territorial Impact
The GDPR will apply to any data controller or processor located outside of the EU offering its good or services to, or monitoring the 
behaviour of, EU individuals. Where a controller or processor is not established in the EU, but is subject to the GDPR, it will need to appoint a 
representative in the EU to act as a point of contact for supervisory authorities. Certain non-EU data controllers may already have designated 
local representatives under the existing data protection regime.  

Increased obligations on businesses
• The concept of accountability is at the heart of the GDPR – businesses will need to be able to demonstrate that they have analysed the 

GDPR’s requirements in relation to their processing of personal data and have implemented a data protection program that allows them 
to achieve compliance. By implementing a data protection program, businesses will not need to register with national data protection 
authorities although information on personal data being processed and the purposes of such processing will have to be made available 
to authorities on request.

• Data controllers will need to be able to show that they have taken data protection into account when designing products and services i.e. 
‘data protection by design and by default’, so that the default settings will be pro-privacy. This process may involve the pseudonymisation 
of data to ensure that the data can no longer be attributed to a specific data subject without the use of additional information.  

• The scope of the definition of ‘personal data’ has been broadened to include online identifiers, location data and IP addresses. The 
concept of ‘sensitive personal data’ has also been broadened to include genetic and biometric data. 

• Privacy notices as currently provided to data subjects by data controllers will become more detailed and failure to provide a valid notice 
may attract a significant fine.  

• Data controllers will be required to report data breaches to data protection authorities and data subjects, subject to certain exemptions 
where there is unlikely to be a risk to individuals. Breach reporting in Ireland currently operates along these lines but on a ‘best practice’ 
basis.  

• When outsourcing data processing to a third party, the agreement with the third party will need to contain certain specified terms which 
go beyond the current industry standard. Third party data processors will also be subject to more onerous requirements including a 
requirement to obtain prior consent for any sub-processing and transfers of data outside of the EU. Data processors will be directly liable 
to data subjects for any damage caused by breaching the GDPR.  

• The general prohibition on data transfers outside of the EEA has been retained but additional possibilities for legitimising such transfers 
have been introduced – in particular, there is a new derogation from the prohibition where the transfer is ‘necessary for the legitimate 
interests’ of the data controller and appropriate safeguards have been put in place.  

• Certain businesses (e.g. public authorities and large scale processors of sensitive data) will need to appoint a Data Protection Officer (the 
“DPO”) who will be expected to have expert knowledge of data protection law. The DPO must advise the business on its compliance 
obligations, monitor compliance, act as a contact point for data subjects / data protection authorities and provide advice to the business 
on any data protection impact assessments and ‘data protection by design and by default’.  

Strengthening of Individual’s Rights
• The definition of ‘consent’ under the GDPR will make it significantly more difficult for businesses to obtain and rely on consent as a means 

of legitimising data processing. In future, consent will need to be explicit and unambiguous which means that reliance on silence or pre-
ticked boxes will not be possible. Businesses may continue to avail of the ‘legitimate purpose’ exemption to legitimise data processing.

• The current rights of access and correction have been retained, albeit with a reduction in the time period for dealing with request from 
40 days to one month.  Individuals may request their data to be “erased” if the data is no longer necessary in relation to the purposes of 
the processing, consent has been withdrawn, the legal retention period has expired, the data subject objects to its use or the processing 
is not in accordance with the GDPR. This obviously has the potential to increase the administrative burden on data controllers.
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Walkers works in exclusive association with Taylors in Bermuda, a full service commercial law firm providing advice on all aspects of Bermuda law.

Disclaimer
The information contained in this advisory is necessarily brief and general in nature and does not constitute legal or taxation advice. Appropriate legal or other professional advice 
should be sought for any specific matter.
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• The GDPR establishes the right of individuals, in certain circumstances, to receive their data in a “structured, commonly used, machine-
readable and interoperable format” and to transfer their data to another data controller.

Supervision and Enforcement 
• Where a business has just one establishment in the EU but carries out processing that affects individuals in other EU Member States, it 

will have a single supervisory authority as its ‘lead authority’ based on the location of its main establishment. The lead authority will act as 
a ‘One Stop Shop’ to supervise all the processing activities of that business. The ‘lead authority’ will only be able to exercise its powers in 
its own Member State but its actions may affect processing that occurs in respect of individuals in other Member States. For Irish entities, 
the lead authority will be the Office of the Data Protection Commissioner.

• Businesses will face fines of up to €20 million or 4% of global turnover for non-compliance, whichever is higher.  For minor infringements, 
reprimands may be issued instead of fines. The maximum penalty which can currently be imposed under Irish data protection law is 
€100,000.

• Data subjects will have the right to go to court to in respect of any processing of their personal data that infringes the GDPR or to force 
the relevant lead data protection authority to deal with a complaint.

• Data protection authorities will be given wide-ranging powers to enforce compliance with the GDPR e.g. power to compel provision of 
information and the power to impose a ban on data processing. 

Contacts
Walkers offer a GDPR compliance solution which can be tailored to the needs of your business.  If you would like to discuss in more detail 
please do not hesitate to contact us or your regular Walkers contact.


