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Introduction 

The Bermuda Monetary Authority (the "BMA") has published guidance with effect from 1 May 2020 (the "2020 Guidance") which replaces the 

previous guidance on outsourcing for Banks and Deposit Companies issued by the BMA in May 2007. The scope of the 2020 Guidance has been 

extended and is now applicable to Banks, Deposit Companies, the Bermuda Stock Exchange, Corporate Service Providers, Trust Companies, Money 

Service Businesses, Investment Business, Fund Administrators and the Credit Unions licensed by the BMA (the "RLE").  

The 2020 Guidance applies to all outsourcing arrangements except those outsourcing arrangements that are subject to the Proceeds of Crime 

(Anti-Money Laundering and Anti-Terrorist Financing) Regulations 2008 (the "Regulations"), as described in the '2016 Guidance Notes for 

AML/ATF Regulated Financial Institutions on Anti-Money Laundering and Anti-Terrorist Financing'. 

Scope 

The BMA has defined outsourcing as an arrangement in which an RLE uses a third party (the outsourcing service provider) to perform activities 

that are considered 'material' on an ongoing basis that are integral to the provision of services by the RLE itself and that would otherwise be 

undertaken by that licensed entity. 'Material outsourcing' is where a 'critical activity', as determined by senior management of the RLE, has been 

outsourced to a third party. An activity should be regarded as a critical activity if a defect or failure in the provision or performance of that activity 

would materially impact the RLE, including impacts on business operations, reputation, financial performance and the ability to manage risk and/or 

compliance with applicable Bermuda laws. The purchase of services which do not form part of the services and activities provided by the RLE itself, 

such as the external supply of advisory, legal, training and management services are excluded. 

Trust companies acting as trustees may fall within the definition of material outsourcing, if for example, they arrange the supply of third party 

investment management services to a trust where the trust company holds itself out as providing investment management services as part of its 

individual trust services, or if the ongoing monitoring or the performance of the investment management company providing these services to the 

trust is outsourced by the trust company acting as trustee to another third-party provider. 

Key steps to comply with 2020 Guidance 

RLEs must develop policies and procedures using a risk based approach to manage 'material outsourcing' arrangements. RLEs are encouraged to 

consider and document the following steps when engaging a third party service provider in respect of a 'material outsourcing' arrangement. 
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Outsourcing Risk Analysis 

While RLE activities can be outsourced, responsibility and risk for those outsourcing activities remains with senior management. Defining what 

constitutes outsourcing and then material outsourcing will be essential in developing a credible risk based approach to manage the risk of 

outsourcing critical activities.  In conducting a risk assessment, management should define the factors that determine which activities are critical 

and those which are not. These materiality metrics will need to be formalised and clearly articulated in the RLE's outsourcing policy and senior 

management must be able to justify to the BMA the decision making process regarding the metrics chosen and how senior management weighted 

the risk profile.   In addition the RLE will need to develop detailed contingency plans that could be utilised in the event that the service provider is 

unable to provide the outsourced activity. 

 

Conduct Due Diligence on the Service Provider  

Every RLE when considering a material outsourcing arrangement, should evaluate the proposed third party service provider they are considering 

to engage. The BMA will expect to see clear evidence of this evaluation process and senior management should be able to clearly articulate the 

rationale as to why an outsourcing option is being pursued, noting the benefits of the outsourcing arrangement and how any risks arising from it 

are to be mitigated or managed. Due diligence on service providers must include a review of various different factors, but at a minimum should 

focus on the robustness and resilience of the providers' business continuity plan and disaster recovery plan.   

 

Outsourcing Agreement 

The RLE and the proposed outsourcing provider should execute a legally binding agreement setting out the contractual terms and conditions 

governing relationships, obligations, responsibilities, rights and expectations of the contracting parties and should specifically address any issues 

identified in the RLEs risk evaluation and due diligence of the service provider.  The BMA would expect the agreement to cover many elements of 

the outsourcing arrangement, however most notably the BMA will want to see that there is a contractual obligation on the service provider to 

maintain appropriate risk management standards and internal controls and that the service provider provides regular updates on financial 

soundness as well as expertise and technological capacity to provide the contracted services for the duration of the agreement.  

 

Notification Procedure to the BMA 

Attestation 

Where the attestation route is utilised (for existing material outsourcing arrangements and new arrangements during the transitional period), an 

attestation for each outsourcing arrangement deemed to be material by the RLE must be provided to the BMA no later than 30 April 2020.  An 

attestation requires a written declaration signed by the Chief Executive Officer (or a Board nominated senior executive where no Chief Executive 

Officer exists) stating that the arrangements are in full compliance with all aspects of the BMA's new outsourcing guidance.  Multiple material 

outsourcing arrangements may be covered under a single attestation. 

For any RLE that did not seek prior approval from the BMA by submitting a completed application for each outsourcing arrangement it deems to 

be 'material' between 1 October 2019 and 3 January 2020, senior management must write to the BMA no later than 30 April 2020 formally 

attesting the existing material outsourcing arrangement comply with all aspects of the new guidance.  

Prior Notification 

From 1 May 2020, all RLEs wanting to enter into a new material outsourcing arrangement must make a prior notification submission in the form 

of a notification letter signed by the Chief Executive Officer (or Board nominated senior executive) to the BMA.  Prior notification letters submitted 

before 5pm on any working day will be initially checked by the BMA and an email receipt issued within 24 hours.  The receipt will acknowledge 

the BMA has received the letter and signify the start of the 20 working day review period.  If the BMA requests further clarification or information, 

the 20 day review period will stop until such is provided by the RLE.   

The BMA will have a 20 working day notification period to review the submission and object if deemed appropriate.  During the notification period 

the BMA may return incomplete submissions, request further information or clarification on as aspect of the application, formally object to the 
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material outsourcing arrangements and state the remediation action that would be required to reverse the decision of the BMA. Where the BMA 

remain silent through the notification period, at the conclusion of the notice period, the silence of the BMA may be construed as a 'no objection' 

by the BMA to the outsourcing arrangement. 

 

Ongoing Requirements 

Post contract signing, an RLE must be able to demonstrate to the BMA that it is monitoring all its outsourcing arrangements and reviewing the 

performance of the service provider as per the requirements of the BMA mandated agreement terms.  The level of monitoring should be 

proportionate to the risks to the RLE from the arrangement.  

Next Steps 

This advisory provides a brief summary of key changes. RLEs who may be or are affected by the 2020 Guidance must ensure that they are fully 

prepared for implementation by May 1 2020.  All current and future material outsourcing arrangements are included in the scope of the 2020 

Guidance and must be reported to the Authority.   

Walkers’ Regulatory & Risk Advisory practice group comprises a team of dedicated specialist lawyers who will be happy to advise on all aspects of 

the new guidance. Walkers has the expertise to assist RLEs in all aspects of implementing procedures to identify potential material outsourcing 

arrangements, conducting risk assessments, completing due diligence reviews on proposed service providers and assisting with the prior 

notification submissions to the Authority.  
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Contacts 

Please do not hesitate to contact your usual Walkers contact or Melanie Fullerton of the Bermuda Regulatory & Risk Advisory practice group. 

Walkers’ Regulatory & Risk Advisory practice group comprises a global team of dedicated specialist lawyers who are happy to advise on regulatory 

laws generally. 
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Disclaimer 
The information contained in this advisory is necessarily brief and general in nature and does not constitute legal or taxation advice. Appropriate 

legal or other professional advice should be sought for any specific matter. 
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