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Ireland update: EBA ICT and risk management 
guidelines apply from 30 June 2020

Background
The European Banking Authority (“EBA”) Guidelines on ICT and security risk management (the “Guidelines”) set out detailed requirements 
regarding the information and communication technology (“ICT”) arrangements for in-scope firms (link to the Guidelines here).

The Guidelines define ICT and security risk as the:

“Risk of loss due to breach of confidentiality, failure of integrity of systems and data, inappropriateness or unavailability of systems and 
data or inability to change information technology within a reasonable time and with reasonable costs when the environment or business 
requirements change (i.e. agility). This includes security risks resulting from inadequate or failed internal processes or external events including 
cyber-attacks or inadequate physical security.”

What are the requirements?
The Guidelines set out technical and granular requirements regarding In-Scope Firms’ ICT frameworks and controls. We have summarised 
certain of these requirements below. The below is not an exhaustive summary of the obligations, and In-Scope Firms should review and 
consider the Guidelines in detail to ensure they are implemented appropriately.

June 2020

Who is in scope?
The Guidelines apply to certain financial institutions, including:

 » Payment institutions;

 » Electronic money institutions;

(together, “In-Scope Firms”). The Guidelines apply to: (i) the provision of payment services and the issuing of electronic money by 
payment institutions and electronic money institutions; and (ii) all of the activities of credit institutions and in-scope investment firms.

Application date and required next steps
The Guidelines apply from 30 June 2020. The existing 2017 EBA Guidelines on security measures for operational and security risks will 
cease to apply from this date.

In-Scope Firms should review the Guidelines and other relevant applicable requirements and assess their existing ICT and risk management 
arrangements in light of the requirements set out thereunder. In-Scope Firms should also consider whether an implementation project 
plan is required, and communicate to the board as appropriate.  

 » Credit institutions; and

 » Investment firms which are within the definition of institution under CRD IV.

https://eba.europa.eu/sites/default/documents/files/documents/10180/2522896/32a28233-12f5-49c8-9bb5-f8744ccb4e92/Final%20Guidelines%20on%20ICT%20and%20security%20risk%20management.pdf
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Governance and Strategy 
 » Ensure adequate internal governance and control frameworks and controls for ICT risks, and adequate resourcing of the ICT function to 

implement operational needs, security and risk management and ICT strategy – this is a board responsibility;

 » Develop and oversee an ICT strategy and risk framework with board input, and develop ICT action plans to implement strategy;

Risk management 
 » Map each business group’s roles and activities against associated reliance on ICT systems and assets, and the associated risks (including 

outsourced ICT services);

 » Classify each business function’s criticality (with criteria including confidentiality, integrity and availability requirements) and review these 
classifications on an ongoing basis;

 » Maintain a detailed and up-to-date inventory of ICT assets (including ICT systems, network devices, networks etc.), the configuration of 
and interdependence between ICT assets, and monitor and manage the lifecycle of ICT assets; 

 » Define, implement and periodically test data and system backup and restoration procedures;

 » Ensure that responsibility for ICT risk sits with a control function (other than internal audit), and is appropriately segregated from ICT 
operations processes;

 » Identify, measure, monitor and manage ICT risk exposures. Record ICT risks in the risk register, and define and monitor mitigation 
measures. Ensure that risk findings are reported to the board;

 » Undertake a risk assessment on an annual basis (or more frequently as required) and upon any major changes in ICT infrastructure, 
processes or procedures affecting the business functions;

 » Continuously monitor threats and vulnerabilities and regularly review risk scenarios;

Security
 » Implement an information security policy, setting out high-level rules and principles to protect the confidentiality, integrity and availability 

of the In-Scope Firm’s and its customers’ data and information;

 » Manage, implement and review ICT security systems, including:

 - Logical security: access rights management, authentication methods and logging of user actions;

 - Physical security: security of ICT assets (including from environmental hazards);

 - Operational security: identify and address vulnerabilities – e.g. through the maintenance of up-to-date software and firmware and the 
deploying of security patches, verification of software, firmware and data integrity, encryption of data at rest and in transit, and the 
implementation of network segmentation and data loss preservation systems; and

 - Security monitoring and testing: 

• detect and respond to anomalous activities and threats, intrusions, misuse of access (both internally and by third parties) and 
breaches of confidentiality, integrity and availability of the information assets; 

• implement detective measures e.g. identify possible information leakages, malicious code and other security threats, and publicly 
known vulnerabilities in software and hardware and monitor corresponding security updates; 

• continually review the suitability of security measures to the operating environment and risks faced by the In-Scope Firm; 

• assess and test security systems (e.g. through source code reviews, vulnerability assessments, penetration testing and ‘red team’ 
exercises);

• establish and maintain a security testing framework, and ensure that tests are carried out by independent and suitability 
skilled parties.

ICT Incident and Problem Management
 » Manage the In-Scope Firm’s incident and problem management process to monitor, log and remedy operational and security incidents; 

 » Develop related procedures and internal and external communication plans to manage incidents and minimize the impact on the In-
Scope Firm;
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ICT Change Management
 » Implement an ICT project management policy and project governance process;

 » Monitor and mitigate the risks from ICT projects (including the interdependencies between different projects and the dependencies of 
multiple projects on the same resources and/or expertise); 

 » Manage the acquisition and development of new ICT systems (including the advance determination of the functional and non-functional 
requirements and pre ‘Go-Live’ testing and approval processes); 

Business Continuity Management
 » Implement ICT business continuity and disaster recovery arrangements and undertake Business Impact Assessments to map the potential 

impacts of business disruptions;

 » Test ICT business continuity and disaster recovery plans periodically, and update and amend based on the test outcomes, current threat 
intelligence and lessons learned from previous events; 

 » Implement a strategy and procedures for the backup and restoration of critical data and systems; and

Training
 » Ensure training of staff members and contractors (on an annual basis or more frequently as appropriate).

Central Bank of Ireland Requirements

Guidance
In September 2016 the Central Bank of Ireland (“CBI”) published its Cross-Industry Guidance in respect of Information Technology and 
Cybersecurity Risks (the “CBI Guidance”) (see here). The CBI Guidance is applicable all In-Scope Firms, and sets out requirements relating 
to Governance, Risk Management, Cybersecurity and Outsourcing.

Introduction of Chief Information Officer PCF Role
The CBI has also proposed to introduce a new ‘Chief Information Officer’ Pre-Approval Control Function which will be applicable to all 
In-Scope Firms where the below criteria is met (see previous Walkers advisory here). 

While not limited to the following circumstances, the CBI expects that the Chief Information Officer role would likely apply where:

1. The In-Scope Firm has a PRISM impact rating of High or Medium High;

2. Information Technology is a key enabler or core element of its business model.

The CBI’s announcement specifies that:

“The Chief Information Officer role will typically apply to the most senior individual at the RFSP with responsibility for IT matters. The 
onus will be placed on the RFSP to review its function to determine whether the role meets the substance of a Chief Information 
Officer role.”

Industry Letter re Cybersecurity Risk Management in Asset Management Sector
In March 2020, the CBI published a letter detailing its findings following a thematic inspection of  Cybersecurity Risk Management 
in the asset management sector, and setting out its expectations in respect of the areas addressed (see the letter here and Walkers 
advisory here). While the letter is not directly applicable to all In-Scope Firms, it nonetheless provides useful insight regarding the CBI’s 
expectations in this area.

https://www.centralbank.ie/docs/default-source/news-and-media/speeches/cross-industry-guidance-information-technology-cybersecurity-risks.pdf?sfvrsn=2
https://www.walkersglobal.com/images/Publications/Advisory/2020/Dublin/CB_Proposes_Introduction_of_New_Pre-Approval_Control_Functions_-_Mar2020.pdf
https://www.centralbank.ie/docs/default-source/regulation/industry-market-sectors/investment-firms/mifid-firms/regulatory-requirements-and-guidance/thematic-inspection-of-cybersecurity-risk-management-in-asset-management-firms-march-2020.pdf?sfvrsn=5
https://www.walkersglobal.com/images/Publications/Advisory/2020/Dublin/Inspection_of_cyber_security_risk_management_in_AM_firms_-_Mar2020.pdf
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Outsourcing
Many In-Scope Firms will outsource at least some of their ICT and Cybersecurity risk management operations to external service providers 
(either on an intra-group basis or to third party service providers). It is important that any such outsourcing is fully compliant not only with the 
applicable provisions of the Guidelines and the CBI Guidance, but also with the EBA Guidelines on outsourcing arrangements (see Walkers 
advisory here), the CBI’s November 2018 Outsourcing Discussion Paper (see here and Walkers advisory here) and any applicable sector-specific 
outsourcing requirements (e.g. under MiFID, PSD2 etc.).

COVID-19
In-Scope Firms should also note that the EBA has referenced the requirements of the Guidelines in the Digital Operational Resilience section 
of its 22 April 2020 statement on additional supervisory measures in the COVID-19 pandemic (see here). The EBA calls on financial institutions 
to take certain prescribed actions regarding their ICT frameworks, including: 

“To monitor and seek assurance on the level of compliance of their third party providers with the financial institution’s security objectives, 
measures and performance targets.” 

Key Contacts
If you would like to discuss any of the above, please contact the below or your usual Walkers contact.

https://www.walkersglobal.com/images/Publications/Advisory/2019/Regulatory_-_EBA_publishes_Final_Guidelines_on_Outsourcing_-_Mar2019.pdf
https://centralbank.ie/docs/default-source/publications/discussion-papers/discussion-paper-8/discussion-paper-8---outsourcing-findings-and-issues-for-discussion.pdf
https://www.walkersglobal.com/images/Publications/Advisory/2018/11.23.2018_Central_Bank_publishes_Cross-Sectoral_Outsourcing_Discussion_Paper.pdf
https://eba.europa.eu/sites/default/documents/files/document_library/News and Press/Press Room/Press Releases/2020/EBA Provides further guidance on the use of flexibility in relation to COVID-19 and Calls for heightened attention to risks/882754/EBA statement on additional supervisory measures in the COVID-19 pandemic.pdf

