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In this edition of her column, Lucy considers the legal statement on the status of cryptoassets and smart contracts
published by the UK Jurisdiction Taskforce.
 

 

UK Jurisdiction Taskforce legal statement on status of cryptoassets and
smart contracts

The key findings of the legal statement on the status of cryptoassets and smart contracts published by the UK
Jurisdiction Taskforce (UKJT) earlier this month are that cryptoassets are in principle to be treated as property and
that smart contracts can be interpreted using ordinary established legal principles. The legal statement carries no
legal weight but is likely to inform legal arguments and judgments.

The conclusion that a cryptoasset is capable of being property matters because proprietary rights are recognised
against the whole world and are of particular importance in scenarios involving insolvency, loss, fraud and theft.
Proprietary rights are also relevant to the questions of whether there can be a security interest in a cryptoasset
and whether a cryptoasset can be held on trust. From a financial services practitioner's perspective, however,
the key findings from a day-to-day cryptoasset context relate to the legal statement's analysis around blockchain
transactions and the status of private keys.

Blockchain transactions not transfers

The legal statement concludes that a transaction in cryptoassets that occurs on a blockchain between, say, Alice
and Bob is not a transfer of property from Alice to Bob but, rather, the cancellation of property owned by Alice
and the bringing into existence of new property owned by Bob. This analysis is analogous with a bank payment
where no property in the payer's account passes to the payee. Rather, new property is created by the credit to the
payee's account. The authors' analysis is not necessarily reflected in how blockchain transactions have been viewed
or documented by industry to date.

Cryptoassets not data

Another important finding made in the legal statement is that while a cryptoasset is represented by data, that data
does not constitute the cryptoasset. Rather, the data is the record of, and the key to dealing in, the cryptoasset.
The value of a cryptoasset is not in the data itself, given that a private key is a random string of numbers, but in
what the person possessing that data is able to do with it (namely, to effect transactions). While historically the
courts have disqualified pure information from being property, the authors argue that a cryptoasset, consisting
of a conglomeration of public data, private key and system rules, possesses qualities of "certainty, exclusivity,
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control, assignability and permanence" that information generally lacks (albeit the reference to "assignability" rather
contradicts the analysis regarding blockchain transactions discussed above).

Private keys not property

The authors of the legal statement also conclude that a private key in isolation cannot be viewed as property any
more than a telephone number.

It will be interesting to see whether this finding impacts crypto-custody services, which typically consist in practice
of a service provider having custody of a client's private key, and the cases relating to loss or theft of private keys.
As the authors acknowledge, many dealings in cryptoassets involve intermediaries such as brokers or custodians
even in systems, such as Bitcoin, that are designed to avoid the need for intermediation. The authors of the legal
statement consider that personal and proprietary rights a principal may have against an intermediary (for example,
in the case of loss or theft of a private key) will depend on established rules of contract, tort and agency.

Need for legal certainty

In his foreword to the legal statement, the Chancellor of the High Court, Sir Geoffrey Vos, rightly comments that
perceived legal uncertainty was the reason for some lack of confidence amongst market participants and investors.
The hope is that the legal statement "will go a long way towards providing much needed market confidence, legal
certainty and predictability in areas that are of great importance to the technological and legal communities and to
the global financial services industry".

However, in practice the global financial services industry requires certainty in areas not covered by the legal
statement.

Areas out of scope

The legal statement explicitly deems the regulation of dealings in cryptoassets to be out of scope, on the basis that "it
seems more appropriate for regulation to follow the logically prior issues of common law characterisation". While
lawyers may fondly believe this to be the case, in practice regulators are driven more by policy than legal principle.
For example, when the Financial Action Task Force (FATF) decided to update its Recommendations in October 2018
to encompass virtual assets, it simply added an Interpretive Note to Recommendation 15 whereby for the purposes
of applying the FATF Recommendations, countries should read all references to "property" and other similar terms
as including virtual assets.

The legal statement also considers that matters of taxation, criminal law, data protection, intellectual property,
consumer protection, settlement finality, regulatory capital, anti-money laundering and counter-terrorist financing
are best dealt with by other bodies or organisations. It has also not considered issues relating to monetary policy
or the nature of cryptoassets as money.

The authors believe that the normal rules for deciding which country's law should govern dealings in cryptoassets
should not apply but believe that the rules will best be resolved by legislation, most likely following international
co-operation.

In other words, the legal statement is a great achievement in terms of providing a clear and decisive way forward,
but there is still plenty left to do.
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