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In this edition of her column, Lucy considers the UK government’s plans to bring qualifying 
cryptoassets into scope of financial promotion legislation, and how the FCA’s proposals to 
strengthen the financial promotion regime will impact on the promotion of such cryptoassets.

January brought the UK government’s plans to bring 
certain cryptoassets into scope of financial promotion 
legislation following a consultation in 2020. Meanwhile, in 
tandem, an FCA consultation paper sets out proposals to 
strengthen its financial promotion rules, introducing new 
rules that will apply to such cryptoassets and restrict their 
promotion. The changes will be significant for unauthorised 
and overseas firms, as well as for authorised firms.

What is changing?
Cryptoassets, unless they also amount to a controlled 
investment, are not currently in scope of UK financial 
promotion legislation. However, the government will 
now bring cryptoassets into scope by creating a new 
category of “qualifying cryptoassets”, which will be 
added to the list of “controlled investments” to which 
the financial promotion legislation (in particular, the 
Financial Promotion Order 2005 (SI 2005/1529) applies. 
The government also intends to amend four “controlled 
activities” to apply to “qualifying cryptoassets”. The 
promotion of any “qualifying cryptoassets” will also be 
subject to the FCA’s financial promotion rules.

Which cryptoassets are in scope?
The government defines a qualifying cryptoasset to 
mean a cryptoasset that is fungible and transferable but 
is not electronic money or issued by a central bank or 
public authority.

There had been arguments against the inclusion of 
exchange tokens, but the fact is that many exchange 
tokens are used for speculative purposes. The FCA’s 
decision to include exchange tokens makes sense but it 
would be good to see more recognition of the markedly 
different exchange tokens on the market, from Bitcoin to 
stablecoins. While the concerns around exchange tokens 

also apply to non-fungible tokens (NFTs), these will not 
be qualifying cryptoassets.

The government noted that several respondents had 
concerns with making fungibility a criterion for being a 
qualifying cryptoasset on the basis that some NFTs can 
be purchased and sold purely for speculative purposes. 
However, the government considers it has insufficient 
information on risks and use-cases and does not 
wish to regulate in a way that might have unintended 
consequences for the market. This regulatory approach 
is laudable in principle, but the global market is 
developing fast (for example, with fractionalised NFTs) 
and one suspects that the government will revisit its 
decision sooner rather than later.

Utility tokens are included in the definition of qualifying 
cryptoassets unless they are only transferable to one 
or more vendors or merchants in payment for goods or 
services. However, in practice the distinction between 
security tokens and other types of utility tokens may be 
blurred and it makes sense for them to be included.

The government believes that whether specific 
cryptoasset lending activities or decentralised finance 
(DeFi) are within scope of the financial promotion 
regime ultimately depends on the activities being 
carried out and promoted. The government’s view is 
that by amending four controlled activities (in summary 
dealing in investments, arranging deals in investments, 
managing investments, advising on investments, 
and agreeing to carry on specified kinds of activity) 
to apply to qualifying cryptoassets, it will provide 
substantial coverage of the activities conducted by 
cryptoasset businesses including cryptoasset lending 
and DeFi. As the government notes, there has been 
a significant increase in cryptoasset lending, where 
firms take on cryptoasset “deposits” and pay “interest” 
to “depositors” from the income they receive from 
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cryptoasset borrowers. It is important that investors 
understand that unlike with a bank, their deposits are 
not protected or backed by regulatory capital. 

The government does not propose to amend controlled 
activities relating to custody services. It continues to 
judge that the central activities causing consumer harm, 
and where misleading advertising is more commonly 
found, relates to the buying and selling of cryptoassets 
rather than the provision of custody activities that do not 
have the same risk profile as activities related to buying 
and selling.

What does this mean for industry?
The changes mean that the law prohibits the promotion 
of any qualifying cryptoasset unless a PRA or FCA 
authorised firm issued or approved the promotion. 
Promotions of qualifying cryptoassets will now need to 
comply with the FCA’s financial promotion rules, such 
as the requirement that content be clear, fair and not 
misleading.

Moreover, the FCA proposes to regard any qualifying 
cryptoasset, along with certain other types of 
investment, as a “high-risk investment”. Therefore, 
the FCA plans to impose additional restrictions on the 
direct offer financial promotion (one that specifies how 
investors can respond or includes a form to do so) of 
any qualifying cryptoasset, notwithstanding that the 
promotion is issued or approved by an authorised firm 
and meets the content rules.

What are the additional 
restrictions?
The additional restrictions require that promotions of a 
qualifying cryptoasset can only be made if the recipient 
has been categorised as either a certified high-net-
worth investor, a certified sophisticated investor, a self-
certified sophisticated investor, or a certified “restricted” 
investor. In addition, businesses must comply with the 
FCA’s rules on appropriateness, which require them to 
consider the investor’s knowledge and experience in 
the relevant investment field, to enable an assessment 
of whether the product is appropriate for that investor. 
Finally, the financial promotion must not contain any 
monetary or non-monetary incentive to invest, must 
include a risk warning and provide a 24-hour cooling off 
period for first time investors.

Reaction to the changes
The crypto industry is relieved that the UK is not 
banning the promotion of cryptoassets, as some other 
countries have done, especially as the FCA banned the 

sale of crypto-derivatives to retail consumers with effect 
from January 2021.

The FCA proposes to introduce a new rule for approving 
promotions generally, whereby only authorised firms 
with relevant competence and expertise can approve or 
communicate financial promotions. However, while the 
FCA’s proposal is reasonable in principle, it gives rise to 
a truly critical issue in relation to financial promotions 
of qualifying cryptoassets, as there are currently very 
few authorised firms with the necessary expertise to do 
this. Apart from certain security tokens and e-money, 
cryptoassets are generally not regulated investments. 
The financial promotion regime will only apply to 
cryptoasset promotions – it will not affect the regulatory 
status of the underlying activity. This means that, to 
the extent that an activity relating to cryptoassets is 
unregulated today, it will remain unregulated once the 
new financial promotion rules apply.

As regards content, it makes sense for cryptoassets 
to be in scope of the FCA’s financial promotion rules. 
There are undoubtedly examples of cryptoasset-related 
promotions on the market that do not meet the “fair, 
clear and not misleading” rule and the FCA needs 
power to regulate this area. It is also good that there is 
no separate regime for the promotion of cryptoassets 
- rather, cryptoasset promotions fall under the same 
financial promotions legislation and rules as apply to 
traditional investments, resulting in a level playing field.

However, the FCA believes that even if the content of 
a promotion meets its requirements, such as being 
fair, clear and not misleading, the underlying product 
may still be inappropriate for most retail investors and 
unlikely to meet their needs – or what the FCA sees as 
their needs. Certain of the additional restrictions the 
FCA proposes for qualifying cryptoassets as “high-
risk investments” are problematic from a practical 
perspective. The categorisations of investor to whom 
promotions may be made do not necessarily work in 
practice. For example, classification as a high net worth 
investor does not indicate that the investor understands 
the risks associated with cryptoassets. On the other 
hand, many investors, especially younger ones, have a 
clear understanding of cryptoassets, but may still not 
qualify for any of the categorisations.

The FCA believes that self-certification is fundamentally 
not the right approach, given the potential for 
investors to incorrectly self-certify or have their lack of 
understanding exploited. However, it is likely that some 
investors purposely incorrectly self-certify because they 
wish to invest. If forced, they may invest via providers 
that are overseas or unregulated.

Similarly, the FCA is concerned that appropriateness 
tests, which may be completed through a set of 
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interactive questions online, are ineffective due to inbuilt 
coaching or the ability to retake the same assessment 
immediately, allowing investors to “game” the test. 
The FCA has seen message boards where consumers 
discuss taking the test over 20 times, until they pass. 
It therefore proposes a raft of measures to strengthen 
appropriateness testing. However, as with self-
certification, investors who find themselves barred from 
investing via FCA-compliant firms may invest instead via 
providers that are overseas or unregulated.

Overarching issues
Certain issues relating to jurisdiction are key to the 
success or failure of the proposed changes. First, the 
financial promotion rules will apply to any in-scope 
cryptoasset promotion capable of having an effect in the 
UK, even if it is communicated by an overseas person. It 
remains to be seen how effective this will be in practice. 
Like any domestic regime, the UK government’s approach 
is flawed because financial services generally and the 
cryptoassets sector in particular are global and digital. 
Marketing of cryptoassets tends to be online and social 
media driven, which, as the government recognises, 
means compliance is a significant issue, particularly if 
promotions derive from abroad.

A number of cryptoasset businesses are operated by 
personnel with backgrounds in technology, rather than 
financial services, so awareness of financial services 
regulation is a genuine issue. Domestic regulators may 
need to raise awareness of their cross-border marketing 
rules within online communities. The FCA recognises 
that the application of the financial promotion regime 
may be the first interaction unregulated cryptoasset 
firms will have had with regulation. It is likely these 
firms will need to make operational adjustments to 

implement the required systems and controls to ensure 
their promotions are compliant.

Meanwhile, although many businesses have applied to be 
registered with the FCA under its AML/CFT registration 
regime, very few have gained approval, with many 
applications reportedly either rejected or encouraged be 
withdrawn, causing businesses to move or set up outside 
the UK. Some are concerned that the FCA is putting its 
reputation as a global leader in financial innovation at 
risk. The suspicion is that the FCA has cold feet and fears 
that it will be blamed for any fraud, consumer losses, 
money laundering or terrorist financing by a registered 
firm. This is probably a reasonable concern, but by being 
cautious the FCA may be protecting its reputation rather 
than protecting consumers. 

Conclusion and next steps
The government intends to put in place an 
approximately six-month transition period from the 
publication of amendments to the financial promotion 
legislation. The FCA will consider all feedback, to 
be received by 23 March 2022 and, depending on 
the responses, publish a policy statement and final 
Handbook rules aimed at strengthening the financial 
promotion regime generally in summer 2022. It is 
proposed that those rules will apply to promotions of 
qualifying cryptoassets from the date they are brought 
within the financial promotion regime.

We can also look forward to the UK government shortly 
setting out next steps relating to the wider regulatory 
regime for stablecoins following its January 2021 
consultation.

The coming year is certainly promising to be a significant 
one for the UK cryptoassets industry.
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